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Patient Emails:

Are Providers
Ready for This Growing Trend?

By Mark C. Rogers, The Rogers Law Firm, Boston, MA

Arguably one of the most signifi-
cant issues facing today's health-
care providers is the expanding use
of health information technology.
Providers are, to varying degrees,
responding to increased pressure
from federal and state government,
third-party payors, and consumers
to adopt electronic health records
(EHRs) and electronic prescribing
{e-prescribing) as 2 means of
congroiling heaithcare costs,
increasing efficiency, improving
quality of care, and expanding
patient access to protected health
information. A corollary to this
growing vse of health informa-
tion technology is the increase in
provider-patient email communica-
tions. Physicians, nurse practitio-
ners, nurses, and other providers
are utilizing emails to commu-
nicate with patients about their
continuing care and treatment,
This article discusses the growing
trend of provider-patient email
communications and provides an
overview of the important issues
that providers need tc be aware of
before adopring this pracrtice.
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It is estimated that approximately
one-third of physicians communi-
cate with their patients online—
either through emait or secure
messaging services,! This number is
expected 1o gYOW as more Yesources
are dedicated to providers by
federal and state government,
third-party payors, and hospitals in
order 10 subsidize the costs associ-
ated with the adoption of health
information technology. Of those
U.S. consumers with Internet
access, 90% indicate a clear prefer-
ence for online communications
with their providers.?

A reluctance by some providers to
communicate with their patients
via ernail may be rooted in the
belief that such communica-

tions will increase their workload

through patient abuse of the email
access, A recent study from the
University of Pittsburgh, however,
shows that patlenis who are allowed
10 communicate with their physi-
cian via emzil do not zbuse such
access. The study monitored the
use of emalls between the parents
of pediatric patients and a pedia-
trician in an academic pediatric

rheumatology practice in Pitts-
burgh, PA. Of the 328 families who
were offered the email service,
306 enrolled, and 121 used the
service. The pediatrician received
1.2 emails per day from parents.*
Forty percent of the emuails were
sent outside business hours and
messages that required emergent
attention made up only .002% of
the emails to the pediatrician.
More importantly, however, the
pediatrician was able to respond o
patient questions 58% faster than

using the telephone.® Furthermore,

families who responded to a survey
about the study agreed thal the use
of the email increased aceess to
the pediatrician and improved the
auality of care.

A sign of the increasing use of
online communications between
providers and their patients is the
recent announcement by health
insurers such as Aetna and Cigna
that they are planning to begin
reimbursing physicians for "online
physician visits” through asecure
website.” Insurers believe that
patients will utilize the service
because it can improve efficiency
and prevent more costly problems.®
It is expected that over time other




insurers will follow along with this
practice of relmbursing providers
for their online interactions with

patients,

Before providers respond to the
increased demand for email
communication with their patients,
they need w first be aware of the
potential Hability exposure that
foliows such communications. In
particular, providers need ro be sure
that they comply with the numerous
requiremments of the HIPAA Security
Rule. A viclation of the Security
Rule in the context of 2 provider’s
email communications with patients
subjects the provider, or “covered
entity,” to potential fines from the
U.S. Department of Health and
Human Services. Furthermore,
provider-patient email communica-
tions can serve as demonsirable
evidence of a provider’s negligence
in 2 medical malpractice action.,

A. HIPAA Security Rule

The HIPAA Security Rule is the
tesser known of the two major
administrative simplification
provisions of the Health Insurance
Portability and Accountability Act,
The cther, of course, is the HIPAA
Privacy Rule. The HIPAA Security
Rule sers forth a series of admin-
istrative, technical, and physical
security procedures for providers
to utilize 1o ensure the confiden-
tiality of electronic protected
heaith information—which is
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any protected health information
maintained in electronic form,
including provider-patient emails.®
There are both civil and criminal
penalties associated with violations
of the HIPAA Securiry Rule. The
civil penalties range from $§100 per
violation: to up to $25,000 per year
for each requirement violated, !
The criminal penaltes range from
$50,000 in fines and one vear in
prison up to $250,000 in fines and
10 yezrs in prison. !

The HIPAA Security Rule is
broken down into “Standards” and
“Implementation Specifications.”
The Standards refer to certain
principles that a provider must
meet in order to comply with the
Security Rule. The Implementa-
tion Specifications describe how
a provider is to meet those prin-
ciples. There are a nunber of
HIPAA Security Rule Stdtitards
and Implementation Specifica-
tions that arise in the context of
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online communications between
providers and their patents. How
these standards and specifications
are met will vary from provider

to provider, depending upon the
size and available resources of the
provider. Although it is important
for a provider to address all of
the Security Rule Standards and
Implemnentation Specifications
before engaging in the practice
of communicaring with patients
via email, particular focus should
be given to the Security Rule’s
Technical Safeguards.” Included
within the Technical Safeguards is
the Transmission Security Stan-
dard, which is one of the more
critical standards for providers o
be aware of when emalling thetr
patients. This Standard requires
providers to implement technical
security measures to guard against
unauthorized access to electronic
protected health information that
is being transmitted over an elec-
tronic communications network.?

ssion Security Stan-
dard also inciudes an Encryption
Implementation Specification that
requires a covered entity, assuming
it is reasonable and appropriate, o
implemnent a mechanism to encrypt
electronic protected health infor-
mation whenever deemed appro-
priate.’* Encryption is a “method
of converting an original message
of regular text into encoded or
unreadable text that is eventually
decrypted into plain comprehen-
sive text”.*® In layman terms this
means that providers shouid not
be sending emails to patients using
online commercial email services.
Rather, providers who zend emails
to their patients should utilize a
secure network in which wnfor
mation technology experts can
confirm the emails are encrypted,

The importance of complving
with the HIPAA Security Rule is
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underscored by recenit reports of
computer hackers breaking into
the data svstems of providers and
obtaining the persorial information
of patients. For exarmple, two sepa-
rate computer databases belonging
to Akron Children’s Fospital in
Ohio were breached by computer
hackers in 2006, The databases
contained the persorial infor-
mation of over 240,000 people,
including donars, hospital patients
and their parents and guardians.’®
Examples of such breaches are
expected to increase as the online
databases of providers are seen as
particularly vulnerable to hackers
based on their belief that less atten-
rion has been focused on online
security in the healthcare industry
as there has been in other indus-
tries such as finance and retail.

B. Medical Malpractiee
Implications

A comumon scene played out

in medical malpractice trials
throughout the couriury each day
is a patient's attorney questioning
a physician on the witness stand
about 2 note the phvsician wrote
in the patient’s medical record
several years earlier regarding
some aspect of the physician's care
and treatment. In order to assist
the jury, the attorney will use a
“chalk” or cardboard blow-up of

the note. Through testimony, the
note is analyzed for several hours
and in some instances, several days,
by the parties and their respec

tive experts. Now fast forward o

frve or ten years from today. Itis
highly likely thar we will begin
seeing chalks of patent-provider
emalls in medical malpractice !
trials. Although some will argue

that emails present providers

with an exceilent opportunity to
deronstrate to a jury their appro-
priate care and treatment of &
patient, they also can be seen, in
some instances, as evidence of the
provider’s failure to clearly commu- -
nicate with the patient,

Providers who communicate with
patients via email need to ensure
that such communicarions are clear
and appropriate. Acronyms, abbre-
viations, and short-hand tharis all-
too-common in a medical record,
is not appropriate in an email to

a patient. A misunderstanding or
misinterpretation by the patent

or a subsequent treathng provider
can have dire conseguences for the
patient.

Providers who communicate with
patients via email can minimize
their potential lability exposure by
adopiing a comprehensive policy
that includes best practices for
provider-patient emails. Such a
policy should address the following:

*  Encryption: Email comnuni- :
cations from a provider to a
patient should be encrypted
- utilizing updared encryption
security technology.

¢ Informed Consent: A provider
should obtain written informed
consent from every patient
with whom the provider
may communicate via email,



The informed consent form
should specifically authorize
the previder to communicate
with the patient via email and
shouid inform the patient of
the following:

— Although all reasonable
attempts will be made
by the provider to main-
tain the confidentiality of
emall communications, the
provider cannat guatantee
that such communications
will not be intercepted, misdi
rected, or undelivered;

- The provider will only email
the patient at the email
address specifically identi-
fied by the patient on the
informed consent form;

— Email communications from
. the patient 1o the provider
should be limited 1o those
that pertain to the patient’s

care and treatment;

1

The patient should not email
the provider in an emergency
sitzation, but rather should
contact emergency medical
services;

— The patient should only
respond to emall communica-
tions frorn the provider that
come from email addresses
that have been previously
identified to the patient by
the provider; and

If the patient does not
conform to the requirements
of the informed consent
form, the provider reserves
the right to terminate email
communicatons with the
patient,

Retention: All email commu-
nicarions between a provider

ik

e

and his/her patients should
be transferrec to the patient’s
medical record within a
reasonable period of time
and produced in response to

medical record. It is crivcal
that a subsequent treating
provider be able to review &
patient’s medical record and
understand the current sate
of the patient’s overall health.
The email communications
between the previous treating
provider and the patientare a
necessary component of that
understanding,

Auto-Reply Message: A
provider should set-up an auto-
reply message on their email
system stating that (1) patient
email communications will be
responded to in a specified
time period (i.e. next busi-
ness day); and (2) if youare a
patient experiencing an-emer-
gency situation to immediately
contact emergency wietical

an appropriate authorization SETVICES.

for release of the patient’s

COOING | Camyrtiarce

soiuTions

SIMPLY THE BEST

JUST ASK OUR CLIENTS

GEORGEANN EDFORD & ASSOCIATES
1000 5. WOODWARD - SUITE 105
BIRMINGHAM M1 48009
1-B00-832-4144
GEDFORD@CODINGCOMPLIANCE.COM

| DECEMBER 2008




Confidentiality Notice: All
emails from a provider to

2 patient should include 2
srandard confidentiality notice
informing the recipient of the
email that the email message
is confidential and'is intended
only for the individual to
whorm it is addressed. The
notice should also state that

if the individual has received
the email in error to immedi-
ately notify the provider and
to delete the message from
any hard drive, disk, or other
means of electronic storage.

¢  Email Use Restrictions: The
following restrictions should be
" ohserved by any provider who
communicates with a patient
viz email:

~ ernails should only contain
the minimum necessary
amount of protected health
information;

- emails should be written in
clear and complete sentences
without acronyms or abbre-
viations;

~ any email to a patient that is
misdirected must be docu-
mented on the patient’s
accounting of disclosures;

—unless an individual is
designated as the patient’s
personal representative, a
provider shouid only email
the patient; and

- if a provider believes that a
patientwill, by reason of the
subject matter, not under-
stand an email communica-
tion or if it appears 1o the
provider that the patiemt did
not understand a previous
email communication, the
provider should no longer

H
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communicate with the
patient via email regarding
such subject matser, but
rather should attempt to
contact the patient via tele-
phone,

It is important 1o keep in mind that
in many instances it may not be

the physician who communicares
via email with the patient. Often
rmes such communications take
place between a patient and a nurse
practitioner or a nurse. Therefore,
a provider’s patient email policy
should be broad enough to include
non-physician staff.

Ernail communication with patients
1s an inevitable part of almost every
provider’s future heaithcare prac
tice. in order to be prepared for
this growing trend, providers need
to work with legal counsel and their
information services departzent

or vendor to address the potential

liability exposure they face from
such communications.
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