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Boston Health Law Reporter and is an adjunct 
faculty member at New England School of Law, 
where he teaches Health Law. Mr. Rogers may be 
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com or by telephone at 617/723-1100, ext. 229.

H ealth care entities have come a long 
way in terms of health informa-
tion privacy since the enactment 

of the HIPAA [Health Insurance Portability 
and Accountability Act] Privacy and Security 
Rules. The overwhelming majority of health 
care entities have worked to create a culture 
of commitment to protecting the health 
information of their patients. Nevertheless, 
despite this commitment to privacy, health 
care entities continue to face violations of the 
HIPAA Privacy and Security Rules by mem-
bers of their workforce--including physicians, 
nurses, technicians, aides, administrative 
assistants, managers, and executives. One of 
the more common of these violations, and 
certainly one of the most well-publicized, is 
unauthorized access to protected health infor-
mation (PHI). In layman’s terms: looking at 
other people’s medical records when there is 
no legitimate reason to be doing so. 

Although there are well-publicized incidents 
of this occurring with the medical records 
of celebrities, a health care entity is much 

more likely to encounter this problem in the 
context of a workforce member inappropri-
ately accessing the medical record of either 
a co-worker or a family member or friend. 
Beyond the consequences to the workforce 
member who commits the violation, the 
health care entity also faces exposure to fines, 
civil lawsuits, and adverse publicity. This 
article looks at the issue of unauthorized 
access to PHI by workforce members and 
what health care entities can do to address 
this growing problem.

Increasing number of incidents 

Over the last two years, there has been an 
increase in the number of workers within 
health care entities who inappropriately 
access, and in some cases disclose, the PHI 
of celebrities. Britney Spears, Maria Shriver, 
and George Clooney are just a few of the 
celebrities who have reportedly had their 
PHI inappropriately accessed in a health care 
entity setting.1 Recently, Richard Collier, an 
offensive tackle with the National Football 
League’s Jacksonville Jaguars, had his PHI 
inappropriately accessed while he was recover-
ing from surgery at a Jacksonville, Florida 
hospital. According to reports of the media, 
twenty hospital employees accessed Col-
lier’s online medical file using the hospital’s 
computer system.2

Perhaps the most well-best known incident 
of a celebrity’s PHI being inappropriately 
accessed is that of Hollywood actress, Farrah 
Fawcett. In February of 2008, Lawanda 
Jackson, a former administrative specialist for 

the UCLA Health System, was indicted by a 
federal grand jury for illegally accessing the 
PHI of Fawcett and selling it to the National 
Enquirer for $4,600. Jackson faces up to 
ten years in prison if she is convicted. It is 
also possible the National Enquirer could be 
charged as a result of the ongoing investiga-
tion by the U.S. Attorney’s Office.3 The 
indictment of Lawanda Jackson was the result 
of an investigation by the State of California 
into unauthorized access to PHI within 
the UCLA Health System. The investiga-
tion showed that in addition to celebrities, 
workforce members had inappropriately 
accessed the PHI of over 1,000 other patients 
since 2003.4

The problem with unauthorized access to 
PHI is, of course, not unique to the UCLA 
Health System. Health care entities across 
the country face this problem on an ongoing 
basis. For the most part, unauthorized access 
to PHI within a health care entity is most 
likely to occur in the context of a workforce 
member inappropriately accessing the PHI 
of a fellow co-worker, friend, neighbor, or 
relative who was a patient at the facility.

Potential consequences 

The unauthorized access of PHI by a work-
force member of a health care entity presents 
a liability exposure to both the workforce 
member and the entity. The workforce mem-
ber faces:
n	 Disciplinary action by the covered entity, 

from a verbal warning to termination of 
employment. If the individual is a member 
of the health care entity’s medical staff, he/
she also faces disciplinary action under the 
entity’s Medical Staff Bylaws.

n	 A potential civil lawsuit from the indi-
vidual whose PHI is the subject of the 
unauthorized access. Depending upon the 
circumstances of the underlying incident, 
this can include such claims as invasion 
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of privacy and infliction of emotional 
distress.

n	 Criminal fines and/or penalties under 
both state and federal laws. An individual 
who knowingly obtains or discloses PHI in 
violation of HIPAA faces a fine of $50,000 
and up to one year in prison. The criminal 
penalties increase to $100,000 and up 
to five years in prison if the wrongful 
conduct includes false pretenses, and up 
to $250,000 and ten years in prison if the 
wrongful conduct includes the intent to 
sell, transport, or use individually identifi-
able health information for commercial 
advantage, personal gain, or malicious 
harm.5 In addition, the workforce member 
likely will face state criminal charges as 
there have been a number of states that 
have recently strengthened their criminal 
laws pertaining to the privacy of personal 
information.

The health care entity also faces a significant 
potential liability exposure as a result of a 
workforce member’s unauthorized access to 
PHI. First, the entity faces an investigation 
by both the Office for Civil Rights (OCR) of 
the United States Department of Health and 
Human Services (HHS) which is the agency 
that enforces the HIPAA Privacy Rule, and 
the Centers for Medicare and Medicaid Ser-
vices (CMS) which is the agency that enforces 
the HIPAA Security Rule. Such investigations 
could lead to a potential fine of $100 per 
failure to comply with each HIPAA Privacy or 
Security Rule requirement.6 Second, as with 
a workforce member, the entity also faces a 
lawsuit from the individual whose PHI is the 
subject of the unauthorized access. The law-
suit would likely include claims of negligence, 
negligent supervision and negligent infliction 
of emotional distress. Third, the entity faces 
civil fines and penalties under state law. 
Finally, workforce members’ unauthorized 
access to PHI can result in adverse publicity 

for the entity which has the potential to affect 
patient volume and in turn, revenues.

All of this leads to the question as to how it is 
that incidents of unauthorized access to PHI 
are discovered. Certainly, audits performed by 
the entity which are mandated by the HIPAA 
Security Rule are a source of these discover-
ies.7 However, it is more likely that the audits 
are simply confirming what is already a 
rumor within the halls of the entity. Just as 
some may argue that it is human nature for 
a workforce member to “snoop” into another 
individual’s medical record, it is also human 
nature for that workforce member to discuss 
the contents of the medical record with others 
within the entity. This “water-cooler effect” 
necessitates that an entity undertake an 
investigation to determine whether there was 
indeed an incident of unauthorized access to 
PHI. A covered entity must mitigate, to the 
extent practicable, any harmful effect it learns 
was caused by the use or disclosure of PHI 
by its workforce in violation of the HIPAA 
Privacy Rule.8 If an entity has confirmed 
through an investigation that an incident 
of unauthorized access to PHI occurred, an 
often overlooked provision of the HIPAA 
Privacy Rule requires the entity to list the 
incident and the name of the workforce 
member who committed the violation 
on the patient’s accounting of disclosures 
maintained by the entity.9 Thus, by reviewing 
the accounting of disclosures, the patient will 
know who accessed their PHI and under what 
circumstances.

Addressing the problem 

Even with the continued advancement of 
health information technology, it is unlikely 
that health care entities will ever be able to 
eradicate the problem of unauthorized access 
to PHI by members of their workforce. The 
temptation by certain individuals to view the 
PHI of others will, on occasion, overcome 

the compliance efforts by health care entities. 
Nevertheless, the response by health care 
entities to this inevitable truth cannot be 
to ignore the problem. To do so creates a 
significant potential liability exposure in 
an environment of increasing compliance 
enforcement. The Office of Inspector General 
of HHS recently criticized CMS for its failure 
to oversee and enforce the HIPAA Security 
Rule.10 Such a public rebuke is likely to spur 
an increase in HIPAA enforcement by both 
CMS and OCR. Therefore, now is the time 
for health care entities to address the issue of 
unauthorized access to PHI by members of 
their workforce.

Preventive measures

The first step for a health care entity to effec-
tively address the problem of unauthorized 
access to PHI is to undertake an assessment of 
its current HIPAA Privacy and Security poli-
cies and procedures. At the time the HIPAA 
Privacy and Security Rules became effective, 
many health care entities rushed to promul-
gate the required policies and procedures to 
meet the government-imposed deadlines. In 
doing so, they created the potential for gener-
ating inaccurate or inappropriate policies and 
procedures. Furthermore, the assessment and 
evaluation of a health care entity’s HIPAA 
Privacy and Security policies and procedures 
presents an opportunity to incorporate the 
best practices that have developed over the 
last several years with respect to HIPAA 
compliance. This includes best practices for 
detecting and preventing unauthorized access 
to PHI by a health care entity’s workforce 
members. 

This, in turn, leads to the second step a 
health care entity should undertake to effec-
tively address the problem of unauthorized 
access to PHI by members of its workforce 
-- adoption of best practices. Obviously, a 

Continued on page 13
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Unauthorized access to protected health information:     ...continued from page 11

health care entity needs to approach the issue 
with a mindset that not all of the practices 
are best suited for their entity. A health 
care entity needs to go through the exercise 
of what best practices work for them. The 
following are just a handful of those best 
practices which health care entities have 
adopted in an attempt to detect and prevent 
unauthorized access to PHI by members of 
their workforce:
n	 Auditing, auditing, auditing: Health care 

entities should enhance their auditing of 
electronic health records to ensure that 
members of their workforce are accessing 
only those records to which access is ap-
propriate. Also, health care entities should 
communicate this enhancement and audit-
ing to their workforce members.

n	 VIPs/Workforce members: Health care 
entities should engage in targeted auditing of 
the electronic health records of workforce 
members and VIPs (celebrities, politicians, 
sports figures, trustees, donors, etc.) to 
assess for unauthorized access.

n	 Reminders: Health care entities should 
consistently remind its workforce members 
that they are prohibited under federal law 
(and in some instances state law) from un-
authorized access to PHI. These reminders 
should come in varying forms, including 
e-mails and mailings to their departments, 
offices, and homes. Also, it is worthwhile 
to have the compliance and/or privacy of-
ficer make these reminders in person (such 
as at departmental meetings).

n	 Honeypots: Health care entities should 
consider using “honeypots” —which is the 
practice of creating a fictitious electronic 
health record (oftentimes using the name 
of a celebrity or VIP) and then monitoring 
that electronic health record to see if it is 
inappropriately accessed by a workforce 
member. Honeypots can be used as a 
general compliance tool or in instances 
where there is a suspicion that a specific 

workforce member or department is inap-
propriately accessing electronic health 
records.

n	 Disciplinary actions: Perhaps the best 
method for a health care entity to demon-
strate to its workforce how serious it takes 
the use of unauthorized access to PHI is to 
take strong disciplinary action in response 
to an incident. It is now common to 
suspend or terminate a workforce member 
who engages in this activity. A health 
care entity can get the attention of its 
workforce by publicizing these disciplinary 
actions (without identifying the specific 
workforce member involved).

The final and perhaps most important step 
for a health care entity to take to effectively 
address the issue of unauthorized access to 
PHI is education. Health care entities need 
to educate their workforce about this topic 
and the consequences they face as individuals 
as a result of engaging in this type of activity. 
This education should take place at the time 
the individual enters the entity’s workforce 
(as part of a more comprehensive HIPAA 
training program) and should be mandatory. 
Continuing education programs should also 
reinforce the importance of this issue and 
should be mandatory. Again, it is critical that 
workforce members be educated about the 
potential consequences they face as a result of 
unauthorized access to PHI. 

Conclusion

Health care entities face a significant liability 
exposure as a result of unauthorized access 
to PHI by members of their workforce. The 
most effective way for a health care entity to 
address this serious problem is to undertake 
(and follow through with) a comprehensive 
assessment and education plan. Although it 
is unlikely that a health care entity will be 
able to completely eliminate incidents of 
unauthorized access to PHI through such a 

course of action, it will nevertheless serve to 
minimize the entity’s liability exposure and 
demonstrate its commitment to protecting 
the health information of its patients. n
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