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Unauthorized access to protected health information:     ...continued from page 11

health care entity needs to approach the issue 
with a mindset that not all of the practices 
are best suited for their entity. A health 
care entity needs to go through the exercise 
of what best practices work for them. The 
following are just a handful of those best 
practices which health care entities have 
adopted in an attempt to detect and prevent 
unauthorized access to PHI by members of 
their workforce:
n	 Auditing, auditing, auditing: Health care 

entities should enhance their auditing of 
electronic health records to ensure that 
members of their workforce are accessing 
only those records to which access is ap-
propriate. Also, health care entities should 
communicate this enhancement and audit-
ing to their workforce members.

n	 VIPs/Workforce members: Health care 
entities should engage in targeted auditing of 
the electronic health records of workforce 
members and VIPs (celebrities, politicians, 
sports figures, trustees, donors, etc.) to 
assess for unauthorized access.

n	 Reminders: Health care entities should 
consistently remind its workforce members 
that they are prohibited under federal law 
(and in some instances state law) from un-
authorized access to PHI. These reminders 
should come in varying forms, including 
e-mails and mailings to their departments, 
offices, and homes. Also, it is worthwhile 
to have the compliance and/or privacy of-
ficer make these reminders in person (such 
as at departmental meetings).

n	 Honeypots: Health care entities should 
consider using “honeypots” —which is the 
practice of creating a fictitious electronic 
health record (oftentimes using the name 
of a celebrity or VIP) and then monitoring 
that electronic health record to see if it is 
inappropriately accessed by a workforce 
member. Honeypots can be used as a 
general compliance tool or in instances 
where there is a suspicion that a specific 

workforce member or department is inap-
propriately accessing electronic health 
records.

n	 Disciplinary actions: Perhaps the best 
method for a health care entity to demon-
strate to its workforce how serious it takes 
the use of unauthorized access to PHI is to 
take strong disciplinary action in response 
to an incident. It is now common to 
suspend or terminate a workforce member 
who engages in this activity. A health 
care entity can get the attention of its 
workforce by publicizing these disciplinary 
actions (without identifying the specific 
workforce member involved).

The final and perhaps most important step 
for a health care entity to take to effectively 
address the issue of unauthorized access to 
PHI is education. Health care entities need 
to educate their workforce about this topic 
and the consequences they face as individuals 
as a result of engaging in this type of activity. 
This education should take place at the time 
the individual enters the entity’s workforce 
(as part of a more comprehensive HIPAA 
training program) and should be mandatory. 
Continuing education programs should also 
reinforce the importance of this issue and 
should be mandatory. Again, it is critical that 
workforce members be educated about the 
potential consequences they face as a result of 
unauthorized access to PHI. 

Conclusion

Health care entities face a significant liability 
exposure as a result of unauthorized access 
to PHI by members of their workforce. The 
most effective way for a health care entity to 
address this serious problem is to undertake 
(and follow through with) a comprehensive 
assessment and education plan. Although it 
is unlikely that a health care entity will be 
able to completely eliminate incidents of 
unauthorized access to PHI through such a 

course of action, it will nevertheless serve to 
minimize the entity’s liability exposure and 
demonstrate its commitment to protecting 
the health information of its patients. n
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